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Update Regarding CCPA Regulations

• June 1, 2020 – California Attorney 
General Xavier Becerra (AG) submitted 
the final proposed CCPA regulations to 
the California Office of Administrative Law 
(OAL).

• OAL has 90 days to review the CCPA 
regulations, but AG has requested 
expedited review within 30 business 
days.

• CCPA enforcement date is on July 1, 
2020.
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Update Regarding CCPA Regulations

KEY TAKEAWAYS FROM AG’S 
RESPONSE TO COMMENTS

• No substantive updates to March 2020 
modified proposed regulations (check out 
our April 15, 2020 webinar for detailed 
coverage).

• AG will not delay enforcement of CCPA 
because even “more Californians are 
using online resources to shop, work, and 
go to school.”

• AG may exercise prosecutorial discretion. 
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Update Regarding California Consumer Privacy Act (CCPA) Regulations

KEY TAKEAWAYS FROM AG’S 
RESPONSE TO COMMENTS

• Guidance regarding definition of 
“business.”

⎼ $25 million revenue threshold is NOT
limited to California.

⎼ Personal Information of 50,000+ 
consumers, households, or devices 
limited to Californians.

⎼ Business does NOT need to be 
located in California.

6



© 2020 Knobbe Martens

Update Regarding California Consumer Privacy Act (CCPA) Regulations

KEY TAKEAWAYS FROM AG’S 
RESPONSE TO COMMENTS

• No regulation to address IP addresses 
(AG needs more time).

• Whether an IP address is personal 
information is a fact-specific inquiry.

• Use of pop-up notices or cookie banners 
up to business – not mandatory under 
CCPA.
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Update Regarding California Consumer Privacy Act (CCPA) Regulations

KEY TAKEAWAYS FROM AG’S 
RESPONSE TO COMMENTS

• No new design for opt out of sale button 
or logo (AG needs more time).

• If developed, user-enabled global privacy 
controls that clearly communicate or 
signal consumer choice to opt-out is a 
valid opt-out request.
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Update Regarding California Consumer Privacy Act (CCPA) Regulations

KEY TAKEAWAYS FROM AG’S 
RESPONSE TO COMMENTS

• AG guidance regarding privacy policy.

⎼ AG is giving businesses significant 
latitude.

⎼ CCPA requirements are not intended 
to make privacy policy prescriptive, 
repetitive or too lengthy.

⎼ Focus on making it easy for consumer 
to understand.
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Update Regarding California Consumer Privacy Act (CCPA) Regulations

KEY TAKEAWAYS FROM AG’S 
RESPONSE TO COMMENTS

• Business cannot decline a consumer’s 
request under the CCPA simply because 
there is litigation pending and consumer 
trying to obtain information via CCPA 
instead of discovery.

• GDPR Comparison:  Objections to 
producing documents in litigation based 
on GDPR privacy concerns routinely 
rejected because a protective order could 
address concerns.
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Update Regarding Exemptions

• Employee and Business-to-Business 
exemptions become inoperative January 
1, 2021.

• The California Privacy Rights Act (CPRA) 
may extend these exemptions to January 
1, 2023.

• Practical Tip:  Map your employee and 
business-to-business data.
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OTHER STATE LAWS
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ILLINOIS’S GENETIC INFORMATION PRIVACY ACT
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Illinois’s Data Privacy Landscape

• Personal Information Protection Act (2006, amended effective 2012, 2017, 2020)
• Data breaches

• Children’s Privacy Protection & Parental Empowerment Act (2004, amended effective 2015)
• Persons under 16 years old

• Biometric Information Privacy Act (2008)
• Biometric identifiers: Fingerprints, voiceprints, hand scans, facial geometry

• Genetic Information Privacy Act (1998, amended effective 2009, 2015, 2016, 2018, 2020)
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Distinguishing “Biometric” Information from “Genetic” Information

Biometric Information Privacy Act
• Applies to information based on an individual’s 

“biometric identifiers”
• Retina or iris scan
• Fingerprint
• Voiceprint
• Hand scan or face geometry

• Specifically excludes genetic and health information.
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Genetic Information Privacy Act
• Applies to “genetic information” as defined by HIPAA:

• Genetic tests of individual or family (including fetus/embryo)

• Manifestation of 
disease/disorder

• Genetic counseling

• Genetic education

• Participation in 
genetic research

• Commercial genetic
testing???
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Illinois’s Genetic Information Privacy Act (GIPA) 

History

• Illinois first passed the GIPA in 1998, ten years before any federal law on genetic privacy.

• In the aftermath of the mapping of the human genome, concerns arose that unwarranted use 
of genetic testing could prevent people from utilizing testing and could prevent further 
research.  Thus, Congress passed the Genetic Information Non-discrimination Act (GINA) in 
2008.  GINA barred the use of genetic information in health insurance and employment 
decisions.

• GIPA was amended that same year to bring GIPA into alignment with GINA, but GIPA applied 
more broadly to all employers (GINA only applies to employers with 15+ employees).

• GIPA has been further amended effective 2015, 2016, 2018, and 2020.
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Illinois’s Genetic Information Privacy Act (GIPA)

• Need for a new amendment?

• As genetic testing became more common, health companies 
and others have built large databases of genetic information 
of consumers.
• DNA testing market worth $99 million by 2017
• Expected to reach $310 million by 2022 

• Risk of misuse or unauthorized use:
• 2018: FamilyTreeDNA began to share its customers’ DNA information with the FBI
• 23andMe and Ancestry.com investigated by Federal Trade Commission over practices of 

sharing genetic date with third parties

• 2019: Illinois amends GIPA effective January 1, 2020
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Illinois’s Genetic Information Privacy Act (GIPA)

Amendments effective 2020
Section 10. Definitions.
• “Genetic testing” includes direct-to-consumer commercial genetic testing.

Section 20. Use of genetic testing information for insurance purposes.
e) A company providing direct-to consumer commercial genetic testing is prohibited from sharing any genetic test 

information or other personally identifiable information about a consumer with any health or life insurance company 
without written consent from the consumer.

Practical effect of amendments:
• Direct-to-consumer DNA companies are barred from sharing test results with health or life insurance 
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Illinois’s Genetic Information Privacy Act (GIPA)
Who Does the Law Apply To?
Employers:
• May not seek genetic testing information
• May not use genetic testing information in employment decisions

Direct to Consumer Genetic Testing Companies: 
• May not share genetic testing information with health and life insurance companies

Insurers:
• May not seek genetic testing information
• May not use genetic testing information

Law Enforcement:
• May only use legally obtained biological samples for identification purposes during course of investigation or 

prosecution.  Use shall be confidential.
• If subject is innocent or is not penalized, records must be expunged within 30 days.
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Illinois’s Genetic Information Privacy Act (GIPA)

Enforcement / Penalties
Private individuals can sue for violations
• Damages

• Negligent violations:  
• $2,500 or actual damages, whichever is higher

• Intentional or reckless violations:
• $15,000 or actual damages, whichever is higher

• Injunctions

Violations by insurers enforced by Director of Illinois Dept. of Insurance:
• Injunctions

• Up to $1,000 for each violation but not to exceed $20,000 in the aggregate.
• Repeat violations:  Up to $20,000 for each violation.
• If frequent enough to constitute a “general business practice,” up to $100,000 or suspension / revocation of license
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Illinois’s Genetic Information Privacy Act (GIPA)

Outcome:
Stronger protection for Illinois consumers
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MAINE’S PROTECT THE PRIVACY OF ONLINE 
CONSUMER INFORMATION LAW
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An Act to Protect the Online Privacy of Consumer Information (35-A M.R.S. c. 94)

“Internet privacy has become such a critical issue across our 
country and our state. Mainers need to be able to trust that the 
private data they send online won’t be sold or shared without 

their knowledge”
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How We Got Here
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April 
2019

• Introduced 
in the 
House

June 
2019

• Signed 
into law

Feb. 
2020

• ISPs file 
lawsuit

July 
2020

• Law to 
take 
effect



© 2020 Knobbe Martens

The Big Picture
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Who Does it Apply to: 
• Those who provide 

broadband Internet service 
access (“ISPs”)

What Rights Does it Protect:
• Personally Identifiable Information
• Information about a Person’s Internet Service 

Usage 

Who’s Rights are Protected:
• Customers who are physically in 

Maine and billed in the state of 
Maine, accessing Internet Services
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What is “Personally Identifiable Information” in Maine? 

“Including, but not limited to”:
• Customer's name
• Billing information
• Social security number
• Billing address
• Demographic data
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• Web browsing history
• Customer’s application usage history
• Customer’s precise geolocation 

information
• Customer’s financial information
• Customer’s health information
• Information pertaining to customer’s 

children
• Customer’s device identifier 
• Content of Customer’s 

Communications
• Origin and destination of IP address

What Does “Customer's use of broadband Internet access service” Cover?
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Customer’s Rights
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Use Disclose

Sell Permit 
Access To

“A provider may not”:
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Opt-In Consent
• Only with express, affirmative 

consent 
• Customers may revoke consent 

at any time
• Providers cannot refuse service, 

charge a penalty, or offer 
discounts to entice consent

Customer’s Consent Exception
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• As necessary to render services
• To collect bills
• To advertise the ISPs 

communications-related services to 
the customer

• In emergencies
• To comply with lawful orders
• To protect against fraud, abuse, 

unlawful activities

Other Exceptions
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Other Requirements
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Notice Required
• Clear

• Conspicuous
• Non-Deceptive

Reasonable Security Measures 
Unauthorized Use

• Unauthorized Disclosure
• Unauthorized Access
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• Enforcement Mechanisms

• Penalties

What’s Missing?
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WASHINGTON’S FACIAL RECOGNITION LAW
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Washington’s Privacy Landscape

• Washington failed to pass the Washington Privacy Act 
for the second year in a row.

• The Washington Privacy Act would have been as 
comprehensive as the California Consumer Privacy
Act (CCPA).

• Major roadblock hindering passage of the law was disagreement among the lawmakers 
regarding whether the state Attorney General or consumers in court would have the power to 
enforce the law.

• Under the radar, however, Washington passed a Facial Recognition law this year, which goes 
into effect July 1, 2021.
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Washington’s Facial Recognition Law

• Why Did Washington Pass the Facial Recognition Law?

• Facial recognition technology creates social concerns.

• Benefits of the technology need to be balanced with the risk to civil liberties.

• Benefits of the technology include locating missing persons, identifying deceased persons, 
and fighting crime.
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Washington’s Facial Recognition Law

• Who Does the Law Apply To?

• Washington state or local government agencies that use “facial recognition services” and 
those that contract with agencies to provide the service.

• “Facial recognition services” means technology that analyzes facial features and is used by a 
state or local government agency for the identification, verification, or persistent tracking of 
individuals in still or video images.

• Does not include technology that: 
(1) grants or denies access to electronic 
devices; or (2) automatically redacts 
recordings.
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Washington’s Facial Recognition Law

• What Are The Requirements For State And Local Gov. Agencies?

• File with a legislative authority a notice of intent to use such technology and the reason why it 
will be used.

• Produce an accountability report:
• Information about the vendor and the technology 
• Purpose of the technology and the intended benefits
• Steps taken to minimize data collection
• Data retention rules
• Data updates and corrections 
• Data security and notification
• Training procedures and testing of technology
• Impact on civil rights and liberties
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Washington’s Facial Recognition Law

• What Are The Requirements For State And Local Gov. Agencies (Continued)?

• Need “meaningful human review” if technology used to make decisions that produce a legal 
effect.

• Need to test the technology before using and provide periodic training.

• Need to disclose if used on a criminal defendant before trial.

• Cannot conduct ongoing surveillance, real-time identification, or persistent tracking unless 
certain conditions met.
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Washington’s Facial Recognition Law

• What Are The Requirements For Service Providers?

• Must make available an application programming interface or other technical capability that 
will allow independent testing to determine:

(A) If the facial recognition (B) Ensure that it does not  
service is accurate discriminate against 

certain subpopulations 
based on immutable
characteristics
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Washington’s Facial Recognition Law

• What Are The Requirements For Service Providers (Continued)?

• If the results of the independent testing identify material unfair performance differences 
across subpopulations, the provider must develop and implement a plan to mitigate the issue 
within 90 days of receipt of such results.

• Service provider bears the burden of minimizing cybersecurity risk for this testing.
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